
More than 41,000 customers around the world, 
and nearly half of the Global 500, rely on HP Data 
Protector software to protect their critical applications 
and data. Data Protector simplifies application 
protection in virtual and physical environments through 
unified recovery and advanced automation. Global, 
one‑touch backup configuration, and a wide range of 
disk‑based recovery options, including fully‑automated 
application recovery, help you meet virtually any SLA.

Simplifying enterprise application protection
Data Protector supports a wide range of applications, 
disk and tape devices, and data protection tools, 
as well as any hypervisor, from one centralized 
console. Leveraging its robust application integration 
and advanced snapshot functionality, Data Protector 
also provides the highest levels of protection across 
HP and non‑HP arrays for Microsoft ® Exchange, 
SharePoint, SQL Server, SAP, Oracle, and many 
more business‑critical applications in enterprise 
environments.

Reducing the cost of backup
With the most flexible licensing model in the industry, 
Data Protector can save you up to 70%* in total cost 
of ownership over other enterprise backup software 
solutions. Unlike competitive products, Data Protector 
allows unlimited backup of servers, and includes 
single‑pass disaster recovery functionality for no 
additional cost. In addition, since Data Protector online 
backup agents work for any supported application, 
IT staff can redeploy existing Data Protector licenses 
when retiring or changing applications.

Addressing today’s protection 
challenges
Ensuring backup and recovery success in today’s 
enterprise environment is becoming more complex, 
and the nature of recovery is changing rapidly. Data 
Protector helps organizations:

Meet stringent SLAs and eliminate backup 
windows across disparate applications and 
infrastructures through a wide range of disk‑based 
recovery options, including:
•	Fully‑automated application recovery from a 

single console 

•	Rapid restores of space‑optimized and  
deduplicated data

•	Streamlined disaster recovery between data center 
and ROBO environments

Manage the growth of virtual infrastructures 
while maintaining recovery point and time 
objectives through:
•	Automated application of backup policies to new 

virtual machines and databases as they change or 
come online

•	Centralized management of various backup and 
recovery methods across any hypervisor―including 
snapshots and replication in VMware vSphere 4.x, 
VMware Virtual Infrastructure 3.x, Microsoft Hyper‑V, 
and Citrix Xen environments (See Figure 1).

•	Down‑to‑the‑second recovery of applications 
and operating systems in a virtual environment 
without scripting

•	Complete system recovery from physical‑to‑virtual or 
virtual‑to‑physical across dissimilar hardware

For more information on virtual server backup with 
HP Data Protector software, visit the HP Information 
Management Hub at  
www.hp.com/go/imhub/dataprotector.

Reduce IT staff time required to manage backup 
and recovery success through: 
•	Simplified snapshot configuration and management

•	Automatic detection and protection of new Microsoft 
Exchange, SharePoint, SQL Server, and Oracle 
databases, including automatic application of 
selected backup policies 

•	Centralized management of deduplication‑enabled 
replication across distributed infrastructures

•	Centralized management of a wide variety of 
storage, application and third-party data  
protection tools

•	Streamlined disaster recovery processes

•	Empowered application administrators to recover 
single items directly through the application 
administrator’s console without contacting the 
backup administrator

*Source: HP Information Management Digital Hub at http://h41112.www4.
hp.com/promo/imhub/data_protector/data-protector-roi.html.

HP Data Protector software
Simplify the protection of business-critical applications.

Data sheet
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Deploy deduplication and storage optimization 
techniques now through: 
•	Fast, easy deployment of target‑based deduplication 

with HP StoreOnce D2D and VLS devices, or any 
third-party deduplication appliance

•	Additional low‑cost options for storage optimization, 
such as synthetic and virtual full backups 

•	HP StoreOnce provides a single deduplication 
engine that can be deployed at the source or 
target. This reduces the need to re‑hydrate data 
upon restores, which often happens when disparate 
deduplication technologies are deployed across  
the enterprise. 

•	HP StoreOnce will be integrated into a future version 
of HP Data protector software

Provide scalable enterprise reporting and 
SLA compliance validation across distributed 
infrastructures. HP Data Protector Reporter: 
•	Provides a powerful reporting engine to drive  

multi‑site backup and restore analysis

•	Identifies and troubleshoots failed  
backup operations

•	Delivers 35 out‑of‑the‑box reports 

•	Provides powerful and customized ad‑hoc query and 
creates analysis reporting

Ensure protection of critical laptop data in 
enterprise environments while minimizing the burden 
on IT staff. HP Data Protector Notebook Extension:
•	Eliminates scheduled backup windows and protects 

laptop data nearly continuously and transparently, 
eliminating the end‑user urge to “opt out”

•	Empowers end users to recover their own data with 
a simple point‑and‑click menu

•	Employs a local data vault on the hard drive to 
ensure data is protected whether the user is on‑ or 
offline, traveling or in the office

Figure 1: 
HP Data Protector provides broad hypervisor support.
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Increase business efficiency
Simplify snapshots
Data Protector provides snapshot support for both 
physical and virtual servers on HP and non‑HP arrays, 
including the P2000, P4000, HP 3PAR, EVA, P9000, 
EMC CLARiiON, and Network Appliance. In virtual 
environments Data Protector automatically detects new 
virtual machines prior to beginning a backup. 

With a single click in the console, Data Protector 
sees that the snapshot configuration you’ve deployed 
to protect your virtual machines is automatically 
applied to new virtual machines as they come online. 
Data Protector snapshot and advanced recovery 
functionality are enabled through the Data Protector 
Zero Downtime Backup and Instant Recovery 
extensions.

Zero Downtime Backup and Instant Recovery
Data Protector Zero Downtime Backup delivers 
array‑based snapshot functionality such as 
split‑mirror snapshots and space‑efficient snapshots. 
Data Protector also supports a generic VSS hardware 
provider which works with VSS compliant storage 
devices. In either case, Data Protector leverages 
the array’s processing power to create a copy of 
the data at very high speed. Data Protector then 
performs backup operations on the copy, rather than 
the original data. The entire process is synchronized 
tightly with the application inside the physical or 
virtual machine. The Data Protector Zero Downtime 
Backup Extension is available for UNIX ®, Windows 
and Linux environments, and provides affordable, 
advanced snapshot functionality.

In addition, HP Data Protector maintains snapshots 
on the disk array for use by HP Data Protector Instant 
Recovery (IR). HP Data Protector IR can recover 
the data in mere seconds—automating the entire 
process to meet even the most demanding recovery 
time objectives.

For a complete breakdown of the capabilities of these 
optional extensions to HP Data Protector, see the Zero 
Downtime Backup/Instant Recovery data sheet.

“We can’t lose more than 30 minutes’ 
worth of our most critical data. So we use 
HP Data Protector to automate the copying 
of our critical production data and logs on 
our HP (StorageWorks) EVA systems every 
half hour.” 
Tone Kavcic, head of IT, Iskratel Group

Key Data Protector components

Advanced Backup to Disk―simplify migration from 
tape and deploy deduplication

Data Protector Reporter―comprehensive  
enterprise reporting 

Granular Recovery Extension―speed recovery  
of single items

Manager of Managers―global operations from  
a single console

Zero Downtime Backup―advanced  
snapshot functionality

Instant Recovery―down‑to‑the‑second  
application recovery

Spend less time managing backup

Read how Bon Ton Stores spends only half a  
person’s time on backup administration with  

HP Data Protector software.

http://h20195.www2.hp.com/V2/GetPDF.
aspx/4AA0‑8258ENW.pdf

Find this interesting? Click here to share.

Spend less time managing backup

Read how Bon Ton Stores spends only half a  
person’s time on backup administration with  

HP Data Protector software.

http://h20195.www2.hp.com/V2/GetPDF.
aspx/4AA0‑8258ENW.pdf

Find this interesting? Click here to share.

http://h20195.www2.hp.com/V2/GetPDF.aspx/4AA0%E2%80%918258ENW.pdf
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Automate Microsoft protection
Data Protector software automates protection of 
Microsoft Exchange 2010, SharePoint, and SQL 
Server environments through one‑time backup policy 
configuration. Microsoft application administrators 
can easily add, create or change databases to suit 
the needs of a dynamic enterprise environment. 
Those changes may not be communicated to the 
backup administrator, which could leave databases 
unprotected. With one click in the console, Data 
Protector will automatically identify and apply your 
backup policies to new databases as they come online 
or failover. 

In addition, Data Protector can be configured to 
automatically tune backup performance for Microsoft 
Exchange 2010 by determining the most efficient way 
to back up data. Data Protector provides a variety of 
one‑touch options that allow the backup administrator 
to tune their backup configuration policy to suit 
individual performance and availability needs. Data 
Protector also provides one‑time backup configuration 
for Oracle, environments.

Advanced Backup to Disk
The Data Protector Advanced Backup to Disk 
extension provides a fast, easy way to integrate 
disk‑based backup into your environment. Ideal 
for customers who want to stage backups on fast, 
centralized disk space before moving it to tape 
for longer‑term storage, Advanced Backup to Disk 
enables backup to file libraries or virtual tape libraries 
(VTL). Advanced Backup to Disk is perfect for ROBO 
environments because it’s easy to configure and 
maintain, and enables space optimization functionality 
such as synthetic and virtual full backups. In addition, 

together with HP StoreOnce D2D and VLS 
devices, Data Protector Advanced Backup to 
Disk provides centralized, deduplication‑enabled 
replication management. 

With Advanced Backup to Disk, you can reduce 
recovery times, deploy deduplication and other 
storage optimization techniques, improve backup 
performance, and build the tiered recovery 
architecture to suit your needs. For a complete 
breakdown of the capabilities of this optional 
extension to HP Data Protector, see the Advanced 
Backup to Disk data sheet.

Simplify deduplication
HP Data Protector software delivers fast, easy‑to‑install 
and manage target‑based deduplication with 
HP StoreOnce D2D and VLS devices, as well as 
any target‑based deduplication appliance. HP 
StoreOnce technology provides a single dedupe 
engine which simplifies management and restoration 
of deduplicated data (source or target), and provides 
flexible options for deploying dedupe anywhere in 
the enterprise. HP StoreOnce technology is currently 
available in HP StoreOnce D2D and VLS devices, 
and will be integrated into a future release of Data 
Protector software to provide customers with the 
option to deploy the same deduplication engine at 
the source, the target, or both. This will eliminate the 
need to “rehydrate” deduplicated data when moving 
it between disparate deduplication devices, which 
dramatically improves performance and restore times. 

“Even with 60 terabytes to back up, we need 
to spend only about a half a person’s time on 
backup administration.” 
Jim Lance, Bon Ton CIO, Bon Ton Stores, Inc.

Automated down‑to‑the‑second recovery

HP Data Protector software recovers applications and  
data down‑to‑the‑second by simply entering the hour,  

minute, and second into the Data Protector  
console―without scripting.

http://h41112.www4.hp.com/promo/imhub/data_protector
/virtual‑environments.html

Find this interesting? Click here to share.

http://h41112.www4.hp.com/promo/imhub/data_protector/virtual-environments.html
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Optimize storage with synthetic and virtual 
full backups 
Storage optimization needs can also be met by 
implementing synthetic or virtual full backups, which 
can provide significant space reduction in space and 
are simple and cost‑effective. For customers who are 
already using Data Protector Advanced Backup to 
Disk, synthetic and virtual full backup technology can 
be implemented without additional cost.

Synthetic full backup consolidates the most recent 
and all previous incremental backups into a new full 
backup to reduce impact on production file systems. 
Data Protector enables customers to easily copy a 
synthetic full from disk to tape, which can be stored 
on a single tape for disaster recovery. A full restore 
from a synthetic full backup is as fast as from a 
conventional full backup, since there is no need to 
retrieve data from incremental backups. 

Virtual full backups offer the same benefits as a 
synthetic full without copying the data. Virtual full 
backup performs a full backup of file systems on disk 
using pointers to existing data for space savings and 
faster backup and recovery of file systems to/from 
disk. Customers can achieve an up to 95% reduction 
in space when compared to a regular full backup. 

Advanced integration with HP StoreOnce VLS 
Data Protector achieves unique integration with 
HP Virtual Library System (VLS) using features such 
as Smart Copy and Low Bandwidth Replication to 
provide automated and transparent movement of 
data between the VLS and physical tape libraries. 
By offloading the copy operations to the VLS, traffic 
on the SAN is reduced, and space can be freed up 
on the VLS for additional disk backups. This process 
is completely managed and controlled through Data 
Protector. Low Bandwidth Replication provides backup 
data replication for VLS and D2D systems over long 
distances even on low bandwidth links. Data Protector 
can automatically populate the catalog information on 
the target side, providing very fast restores both on the 
primary and secondary site.

Centralized ROBO protection
Data Protector is fully replication‑aware, and, 
together with HP StoreOnce D2D and Virtual 
Library Systems (VLS) devices, provides a single 
management console from which to oversee 
deduplication‑enabled replication between sites―for 
locally or geographically distributed environments. 
Geographically distributed organizations can take 
control of the data at its furthest outposts and bring it 
to the data center in a cost‑effective way. 

“Continental is a long-time HP customer, and 
we’ve leveraged HP Information Management 
solutions for years to back up and recover 
our critical data. We rely heavily on HP Data 
Protector software reporting to analyze and 
troubleshoot our backup infrastructure…” 
Devin York, Senior Manager, Financial Systems 
Group of Continental Airlines

Recover single items faster

It doesn’t have to be such a time‑consuming process.  
Now Microsoft SharePoint and VMware application  

administrators can recover single items—without ever  
contacting the backup administrator.

http://h41112.www4.hp.com/promo/imhub/data_protector/
sharepoint/index.html

Find this interesting? Click here to share.

http://h41112.www4.hp.com/promo/imhub/data_protector/sharepoint/index.html
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Increase business simplicity
Down‑to‑the‑second recovery
Only the HP Data Protector software Zero Downtime 
Backup and Instant Recovery extension, together 
with HP StorageWorks, delivers fully automated, 
down‑to‑the‑second recovery of applications from a 
single console―without scripting. IT staff simply enter 
into the Data Protection console the hour, minute, and 
second to which they’d like to recover the application 
(see Figure 2). Data Protector automatically 
synchronizes the last snapshot with the application 
transaction logs―then restarts the application to the 
time specified by the administrator. Data Protector 
Instant Recovery functionality is available for both 
physical and virtual environments on HP StorageWorks 
P4000, EVA, P9000, and is planned for HP 3PAR 
arrays.

Single‑pass disaster recovery
HP Data Protector software delivers centralized system 
recovery (bare metal recovery) to virtual or physical 
servers (from p2v or v2p) from a single backup―at no 
additional cost. In addition, Data Protector streamlines 
the disaster recovery process. Unlike competitors, 
Data Protector enables customers to create a disaster 

recovery image from any existing full backup. IT 
staff simply check one box in the Data Protector 
console, and Data Protector makes sure that all of the 
necessary image information for a full system recovery 
is included in full backups. A DR image can then be 
created on a CD, DVD, USB key, or posted to an FTP 
site for download by remote or branch offices. Once 
the backup administrator initiates the disaster recovery 
process, Data Protector automatically re‑builds the 
system and the partitioning. 

Distributed granular recovery
Data Protector Granular Recovery Extension empowers 
VMware and Microsoft SharePoint administrators 
to recover single items directly from the application 
administrator’s console, without asking for assistance 
from the backup administrator (see Figure 3). Data 
Protector shortens the single item recovery process 
by allowing application administrators to recover 
single items from Data Protector disk or tape backups. 
In addition, Microsoft SharePoint administrators 
can recover single items from any HP or third-party 
snapshot. The Data Protector Granular Recovery 
Extension module is installed directly into the 
application administrator’s console.

Figure 2: 
To recover applications and 
data with Data Protector 
Instant Recovery, the backup 
administrator simply enters the 
hour, minute and second to which 
they’d like to recover into the Data 
Protector console.

Figure 3: 
Recover single items from Data 
Protector disk or tape backups 
directly via the application 
administrator’s console, 
without contacting the backup 
administrator. Figure 3 shows the 
Data Protector Granular Recovery 
Extension module installed in the 
VMware vSphere client.
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Manager of Managers (MOM)
For multi‑site operations, the Data Protector 
Manager‑of‑Managers (MoM) extension allows 
virtually unlimited growth of the backup environments. 
MoM enables distribution of control to local 
administrators while maintaining the ability to set 
overall policies and monitor the entire enterprise 
backup environment from a central point. As a result, 
corporate policies can be implemented without 
diminishing local control and responsibility, while 
data protection and storage management costs do 
not change. Using MoM, several Data Protector 
“Cells” (which are also referred to as domains) can 
be grouped together, configured and managed 
from a central Cell. Using the MoM interface 
allows customers to scale a Data Protector backup 
environment to include hundreds of Disk Agents and 
Media Agents. 

Reduce business risk
Enterprise reporting
Data Protector software includes robust reporting 
capabilities, including a notification function 
which allows customers to forward events to 
HP or third‑party reporting or management tools 
such as HP Storage Essentials and IBM Tivoli. For 
customers who require the most advanced reporting 
capabilities, HP provides Data Protector Reporter 
software. HP Data Protector Reporter software 
(see Figure 4) is customer‑installable software which 
delivers centralized, automated reporting to optimize 
operations and infrastructure.

Data Protector Reporter features a powerful reporting 
engine that drives global, multi‑site backup and restore 
analysis, and enables IT staff to reduce the risk of data 
loss by easily identifying and troubleshooting issues 
such as failed backup clients, performance issues, and 
drive and media utilization. Data Protector Reporter 
features 35+ out‑of‑the‑box reports including SLA and 
performance reporting. The optional licensed module 
also provides enhanced powerful customized ad‑hoc 
query and analysis flexible reporting. Collectively 
these reports help customer optimize operations 
to meet SLA, optimize capacity and performance 
to improve cost, plan for growth, track compliance 
and SLA.

Security through advanced encryption
Data Protector provides centralized encryption key 
management to mitigate risk and meet data security 
compliance. Choose from client‑based encryption 
for end‑to‑end security of your data, or leverage 
the encryption functionality in LTO4 tape drives for 
encryption with no performance impact on backup 
speeds. Either way, data is secure with AES 256‑bit 
encryption, ensuring full compliance with government 
and regulatory requirements. In addition, Data 
Protector is fully IPv6 compliant.

Figure 4: 
Advanced reporting functionality 
in today’s enterprise environments 
is critical due to the increased 
need for capacity planning, 
management, and analysis. 
In Figure 4, we see the Data 
Protector Reporter out‑of‑the‑box 
SLA compliance report which 
depicts session status for 
the time as specified by the 
backup administrator.
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HP Software Support
HP Software provides a portfolio of support offerings 
to meet your individual business needs:
•	HP Software Support 9x5

–– 24x7 web‑based intelligent response 
–– Software discovery and license history 
–– Software patches, updates and upgrades 
–– Phone‑in 9x5 

•	HP Software Support 24x7
–– Same as above but with 24x7 phone‑in assistance

•	HP Software Engineering Days
–– Technical assistance delivered either remotely 
or on‑site by highly qualified and experienced 
support personnel.

For more information on these support offerings, 
please see www.hp.com/go/hpsoftwaresupport

HP Software Education Services
HP Software Education Services provides 
comprehensive curriculum for all HP software 
products. Visit: www.hp.com/learn/hpsw

HP Financial services
HP Financial Services provides innovative financing 
and financial asset management programs to help 
customers cost effectively acquire and manage 
HP solutions. Visit:  
www.hp.com/go/hpfinancialservices

How Data Protector simplifies application protection in virtual and physical environments through unified recovery and advanced 
automation. Visit: www.hp.com/go/dataprotector.  Follow what industry experts have to say about HP Data Protector software, 
connect with enterprise business peers and HP experts, visit  www.hp.com/go/imhub/dataprotector. Read detailed product 
specifications, and ordering information at www.hp.com/go/quickspecs. For the latest HP Data Protector software support matrices, 
visit: Support Matrices.

HP Services
The HP Backup & Recovery Solution Services provide customers with 
improved speed and confidence in IT infrastructure deployment, and 
prepare their IT staff and processes for operational success. These 
services are a suite of scalable, clearly defined service engagements 
that provide product and solution deployment consistent with 
HP specifications. Solution Services help ensure a successful 
implementation, improve the productivity of your technical staff 
and allow your IT resources to stay focused on their core tasks and 
business priorities.

For more information visit www.hp.com/services/backup or 
contact your HP sales representative or authorized business partner. 

Get connected
www.hp.com/go/getconnected

Current HP driver, support, and security alerts 
delivered directly to your desktop
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HP Information 
Management

HP Information Management
HP Data Protector software is a key component of the HP Information 
Management portfolio addressing today’s most critical information 
issues, and simplifying the management and governance of 
enterprise information.

A holistic approach and framework that enables enterprises to 
capture, protect, monitor, retain, and find information, HP solutions 
deliver the right information to the right person at the right time.

Figure 5: HP Information Management—a holistic approach to 
simplify the management and governance of enterprise information.

www.hp.com/learn/hpsw
www.hp.com/go/hpfinancialservices
www.hp.com/go/imhub/dataprotector
www.hp.com/go/quickspecs
http://h20000.www2.hp.com/bizsupport/TechSupport/Product.jsp?lang=en&cc=us&taskId=101&contentType=SupportManual&docIndexId=179911&prodTypeId=18964&prodCatId=304619




Hello,

 

I came across this interesting read on the HP Web site. I think there’s great business sense in what they’re saying. What do you think?
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You can read more here.
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